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TOPSEC MOBILE
FnacoBo kpunTupaHe 3a MO6uNHKN TenecdoHn

O6wy npernepn

TopSec Mobile e MO6UNHO YCTPONCTBO MO3BOSBALLO KPUMTUPAHU KOMYHUKaLUMN CbC CbOTBETHM
KpUNTMPaLUW YCTPOICTBA, M3NON3Baliki NOYTM BCekn MobuneH TenedoH ¢ Bluetooth® nntepdeiic.
ToBa ocurypsisa KpynTuMpaHe Ha racoBUTE yCiyru, 3a no-roasMaTta 4act oT MobunHuTe TenedoHu
OT pas/IYHM NPOU3BOANTENN.

ANroputTMUTE U METOAUTE, U3MON3BAHM 38 KPUNTUPAHETO Cca U3NpobBaHW 1 TECTBAHWN C MPOAYKTUTE
Ha TopSec damunuaTa.

TopSec Mobile e cbBMecTMMO C NoBeYeTO HaNMYHU MobUIHU TenedoHn, ¢ apyrn TopSec NpoayKTH
B aHanorosute n undpoBu GUKCUPAHU MPEXU, KAaKTO U B MOBUNHUTE paanuOMpeEXN.

OCHOBHM XapaKTEpPUCTUKMU

PasHocTpaHHOCT

= Bluetooth®uHTepdeiic (Bepcuns 1.2 unm no-KbCcHa), 3a Bpb3Ka C KpaHW KOMYHUKaLMOHHM
TEPMUHANHN CbOPbBbXKEHUS;

= PaboTun C NoYTU BCUYUKM CbBPEMEHHN MOBUNHN TenedoHU — ycnoBme — MOBUIHUAT TenedoH:
- Tpsbea aa noaabpxa CSD (circuit switched data) pexum Ha Henpo3payHo
npepnasaHe Ha GSM gaHHU “

- TpsibBa Aa uMa Bluetooth® mHTepdelic ¢ Dial-Up Mpexos (DUN) npodun 3a
KPMNTMPaAHU KOMYHUKaLUK;

=> He3aBMCUMOCT OT MOOUAHUTE pagMo YECTOTM - B 3aBUCMMOCT OT Bb3MOXHOCTUTE Ha
NapTHbOPCKOTO KpUNTMpaLo yCTpoicTeo, TopSec Mobile nanonsea V.110 vnun V.32
KOMYHMKaLUNOHHM MPOTOKOJIN.

= Moxe Aa ce M3non3sa v ¢ MoaeMu c aHanoroeu mnm ISDN Bluetooth® nHtepdeiicn - 3a
KpnnTupaHu Bpb3kn TopSec Mobile nsmnckea Henpo3payHa Bpb3Ka 3a AaHHU Ha 9,6 Kbps
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YCTOMYMBOCT HA MaHunynaumm
= HeorpaHunyeHo nonseaHe Ha yaobHuTe MyHKUMKM Ha MOBUNHKMA TenedoH
= CWrypHoCT, He3aBucuMa oT MobunHunsa TenedoH
= He Moxe pa 6bae naeHTUdULMPaAHO Ype3 MpexaTa Ha MobunHua onepaTtop




Mobile phone with TopSec GSM
TopSec Mobile Bluetooth® interface

Mobile phone with
TopSec Mobile Bluetooth® interface

1acoBo KpUNTUPaHe B MOGUSTHUTE MPEXM

ANroputMm 3a 3allMTHO KpuATupaHe
= XubpuaeH noaxoa 3a MakCMManHa CUrypHoOCT

= AcumetpudeH Diffie-Hellman anroputsm mnanonssaly 1024 6MTOB KpUNTUpPaLL K04 Npu
.aorosapsHe”

= CuMeTpuyeH KpMnTMpaLl ajfropMTbM 3a KpUnTmpaHe Ha rnaca (aaHHute): 128 6utosu
KPUNTUpALLM K/OHOBM MPOM3BOHO 136paHn oT 108 BbaMoxHM knoyose

Assumption: A and B have
common prime number p,
common natural number g <p

A selects a random value a B selects a random value b
A calculates o := g? mod p B B calculates == g” mod p
B - - o
A calculates B calculates
K= B2mod p = abmadp

Neither a nor b were transmitted;
only A and B have sufficient parameters
to calculate the session key K

JoroBapsiHe Ha knro4voBeTe ¢ Diffie-Hellman anroputbm.

YaocrtosepsaBaHe Ha noTpebutens

= JIbXNMBUTE KPUNTUPAHMN BPb3KM Ca HEBB3MOXHMU
= Man-in-the-middle aTakute ca epekTMBHO NpegoTBpaTEHN
= B1b3MOXHOCT 3@ Cb3A4aBaHe Ha 3aTBOPEHU Fpynun noTpebutenu
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Assumption:
commaon prime number p,
common natural number g < p,
public keys Py, Pg
are included in the certificate,
associated private keys
Sa1, Sy are only available
in devices A and B

Py = — - Py

A selects a random value a B selects a random value b
A calculates % := Pg'mod p B caleulates & := PA'* mod p
O - ' -y
A calculates B calculates
K= (625:") mod p K= ("% ') modp

Neither a, b, 5,~" nor Sy~ were transmitted;
only A and B have sufficient parameters
to calculate the session key K

KOM6MHMpaHO AoroBapsiHe Ha KJ/1l040BETE U NPOBEPKa 3a aBTEHTUYHOCT.

B3avMHa cBbp3aHoCT
Moaxoasawm NapTHbOPCKU KpUNTUpaLLM yCTPONCTBA:
- TopSec Mobile B koMbuHaumsa ¢ mobuneH TenedoH
- TopSec GSM CRYPTO mobuneH TenedoH
- TopSec 703+ - ISDN kpuntmnpalyo yCTpoMUCTBO 3a UKCMpaHa Mpexa
- TopSec 711 - KpunNTMpaLWoO YCTPOMCTBO 3a (PUKCHMpaHa aHaNoroBa Mpexa
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Mobile phone with Mobile phone with
TopSec Mobile Bluetooth® interface Bluetooth® interface TopSec Mobile

TapSec 711 = TopSec 703+

TopSec GSM

nacoBo kpunTupaHe ¢ TopSec ycTporicTBa
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TexHU4YeCKUN AaHHM

Bluetooth® standard
Standby time

Talk time

Data rate

Transfer protocol
Dimensions

Weight

version 2.0

up to 100 h

upto4h

9.6 kbps

V.32, V.110

99 mm x 34 mm x 22 mm (3.9 in x 1.3 in x 0.9 in)
559 (0.12 Ib)

Cnucbk HaA MO6unHuTe TenecdoHn TectBaHn u pabortewmn c TopSec Mobile

LAi, RAZR V3, RAZR VB, Rock ER

E51,E61i, EG2, EGS, N 70, N 71, N72 N73, N 78 N B2 N92 N30 N 95
2630, 3109, 3109¢, 5220, 5500, 5610 Express Musik, 8151, 6230i, 6233, 6300, 6301, 6310, 6500 Classie, 6500
Slide, 6680, 7500, 7500 Prism, 8800 ARTE, 8500 Communicator

My X6-Z, Parsche Design P 9521
SGH-DY00, SGH-ES00, SGH-EZ60, SGH-E260V, SGH-2V30, SGH-Z500V

Manufacturer Model
Alcatel OT-C701
BenQ/Siemens 555, 568

LG Electronics KU 980 Viewty
Motorola’

Nokia

Sagem

Samsung

Sonim KP1

Sony Ericsson

Roda Computer

* Raduction in stang-by tima of mobila phana and TopSac Mabila

C 902, K 320i, K 530i, K 750, K 750i, D 750i, K 790, K B50i, K B00i, P 1i, F 910, W 910i, F 990i, 5 500i, T 610i, T 650,
W 660, W BB0, W B30i, W B60i, Z 660i
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